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Take the security of your ASP.NET Web API to the next level using some of the most amazing security
techniques around

About This Book

This book has been completely updated for ASP.NET Web API 2.0 including the new features of●

ASP.NET Web API such as Cross-Origin Resource Sharing (CORS) and OWIN self-hosting
Learn various techniques to secure ASP.NET Web API, including basic authentication using authentication●

filters, forms, Windows Authentication, external authentication services, and integrating ASP.NET's
Identity system
An easy-to-follow guide to enable SSL, prevent Cross-Site Request Forgery (CSRF) attacks, and enable●

CORS in ASP.NET Web API

Who This Book Is For

This book is intended for anyone who has previous knowledge of developing ASP.NET Web API
applications. Good working knowledge and experience with C# and.NET Framework are prerequisites for
this book.

What You Will Learn

Secure your web API by enabling Secured Socket Layer (SSL)●

Manage your application's user accounts by integrating ASP.NET's Identity system●

Ensure the security of your web API by implementing basic authentication●

Implement forms and Windows authentication to secure your web API●

Use external authentication such as Facebook and Twitter to authenticate a request to a web API●

Protect your web API from CSRF attacks●

Enable CORS in your web API to explicitly allow some cross-origin requests while rejecting others●

Fortify your web API using OAuth2●

In Detail

This book incorporates the new features of ASP.NET Web API 2 that will help you to secure an ASP.NET
Web API and make a well-informed decision when choosing the right security mechanism for your security
requirements.

We start by showing you how to set up a browser client to utilize ASP.NET Web API services. We then
cover ASP.NET Web API's security architecture, authentication, and authorization to help you secure a web
API from unauthorized users. Next, you will learn how to use SSL with ASP.NET Web API, including using
SSL client certificates, and integrate the ASP.NET Identity system with ASP.NET Web API.

We'll show you how to secure a web API using OAuth2 to authenticate against a membership database using



OWIN middleware. You will be able to use local logins to send authenticated requests using OAuth2. We
also explain how to secure a web API using forms authentication and how users can log in with their
Windows credentials using integrated Windows authentication. You will come to understand the need for
external authentication services to enable OAuth/OpenID and social media authentication. We'll then help
you implement anti-Cross-Site Request Forgery (CSRF) measures in ASP.NET Web API.

Finally, you will discover how to enable Cross-Origin Resource Sharing (CORS) in your web API
application.

Style and approach

Each chapter is dedicated to a specific security technique, in a task-based and easy-to-follow way. Most of
the chapters are accompanied with source code that demonstrates the step-by-step guidelines of
implementing the technique, and includes an explanation of how each technique works.
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From reader reviews:

Ernest Ainsworth:

What do you think of book? It is just for students because they are still students or that for all people in the
world, exactly what the best subject for that? Simply you can be answered for that problem above. Every
person has several personality and hobby for each and every other. Don't to be compelled someone or
something that they don't wish do that. You must know how great as well as important the book ASP.NET
Web API Security Essentials. All type of book would you see on many methods. You can look for the
internet solutions or other social media.

Samuel Rascon:

What do you about book? It is not important along with you? Or just adding material when you require
something to explain what the ones you have problem? How about your extra time? Or are you busy man or
woman? If you don't have spare time to do others business, it is give you a sense of feeling bored faster. And
you have time? What did you do? Every individual has many questions above. They must answer that
question simply because just their can do which. It said that about publication. Book is familiar on every
person. Yes, it is correct. Because start from on pre-school until university need this specific ASP.NET Web
API Security Essentials to read.

Robert Wallace:

Reading a publication can be one of a lot of pastime that everyone in the world adores. Do you like reading
book therefore. There are a lot of reasons why people love it. First reading a publication will give you a lot of
new facts. When you read a guide you will get new information simply because book is one of many ways to
share the information or even their idea. Second, studying a book will make an individual more imaginative.
When you examining a book especially fictional works book the author will bring you to imagine the story
how the personas do it anything. Third, you are able to share your knowledge to other folks. When you read
this ASP.NET Web API Security Essentials, it is possible to tells your family, friends as well as soon about
yours guide. Your knowledge can inspire average, make them reading a e-book.

Louise Guest:

Do you like reading a e-book? Confuse to looking for your selected book? Or your book had been rare? Why
so many query for the book? But virtually any people feel that they enjoy with regard to reading. Some
people likes reading, not only science book but novel and ASP.NET Web API Security Essentials or others
sources were given expertise for you. After you know how the fantastic a book, you feel want to read more
and more. Science reserve was created for teacher or students especially. Those publications are helping
them to put their knowledge. In some other case, beside science book, any other book likes ASP.NET Web
API Security Essentials to make your spare time more colorful. Many types of book like here.
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